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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 



RAMZI BIN AL-SHroH, 
Petitioner, 

V. 

GEORGE W. BUSH, et al, 
Respondents. 



Civil Action No. 06-1725 (EGS) 



RESPONDENTS' MEMORANDUM IN SUPPORT OF 

PROPOSED PROTECTIVE ORDER PERTAINING TO 

TOP SECRET / SENSITIVE COMPARTMENTED INFORMATION 

Pursuant to the Court' s July 31, 2008 Order (dkt. no. 33), respondents hereby 

respectflilly submit herewith a proposed protective order to govern in this case involving 

information classified as TOP SECRET/ SENSITIVE COMPARTMENTED INFORMATION 

("TS/SCI"). While petitioner is currently held in Department of Defense custody at Guantanamo 

Bay, by virtue of petitioner's prior detention in the custody of the Central Intelligence Agency, as 

part of a still highly classified program, any protective order and counsel access regime in this 

case must appropriately address the management and handling of information of a special 

classification level and sensitivity, i.e., TS/SCI information. As explained below, the standard 

habeas protective order regime is not appropriate with respect to the management and handling 

of such information. Rather, the Court should enter the TS/SCI Protective Order regime 

proposed by respondents herein, which incorporates much of the current protective order regime, 

but appropriately addresses TS/SCI information management. 
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BACKGROUND 

Petitioner is one of fourteen individuals who in September 2006 were transferred to 
Guantanamo to the custody of the Department of Defense ("DoD") from the custody of the 
Central Intelhgence Agency ("CIA"). The CIA had previously held petitioner as part of a 
special, limited program operated by that agency to capture; detain (in secret, off-shore facilities); 
and interrogate key terrorist leaders and operatives in order to help prevent terrorist attacks. 
See President George W. Bush, Speech: President Discusses Creation of Military Commissions 
to Try Suspected Terrorists (September 6, 2006) (copy attached as Exhibit 2) (acknowledging 
CIA program; discussing petitioner's involvement in program);' see also Declaration of Marilyn 
A. Dom (Oct. 26, 2006) tH 7, 10, 16 ("Dom DecL") (attached as Exhibit 1) (discussing CIA 
program).^ The importance of the program to national security interests cannot be overstated. 
Information obtained through the program has provided the United States with one of the most 
useful tools in combating terrorist threats to the national security. Dorn Decl. Tl 1 1 . It has shed 
light on probable targets and likely methods for attacks on the United States, has led to the 
disruption of terrorist plots against the United States and its allies, and has gathered information 
that has played a role in the capture and questioning of senior Al Qaeda operatives. Id. Many 
aspects of the terrorist detainee program remain classified as TS/SCI. Id. For example, 
information such as where detainees have been held, the details of their confinement. 



The text of the President's speech is available at <<http://www.whitehouse.gov/ 
news/releases/2006/09/20060906-3 .html» . 

^ The Dorn Declaration was originally filed in Khan v. Bush, No. 06-CV-1690 (RBW) 
(D.D.C.). 
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interrogation methods, and other operational details constitute or involve TS/SCI information. 

Id. 

Under Executive Order 12958, as amended,^ the anticipated severity of the damage to 

national security resulting from disclosure determines which of three classification levels is 

applied to information. Thus, if an unauthorized disclosure of information reasonably could be 

expected to cause damage to the national security, that information may be classified as 

CONFIDENTIAL; serious damage may be classified as SECRET; and exceptionally grave 

damage maybe classified as TOP SECRET. Id. § 1.2. Section 4.3 of Executive Order 12958 

further provides that specified officials may create special access programs upon a finding that 

the vulnerability of, or threat to, specific information is exceptional, and the normal criteria for 

determining eligibility for access applicable to information classified at the same level are not 

deemed sufficient to protect the information from unauthorized disclosure. These special access 

programs relating to intelligence are called Sensitive Compartmented Information, or SCI, 

programs. See Dom Decl. Tj 9. As noted above, many aspects of the terrorist detainee program 

are classified at the TS//SCI level. 

ARGUMENT 

I. A REVISED PROTECTIVE ORDER APPROPRIATE FOR THE 

MANAGEMENT AND HANDLING OF TS/SCI INFORMATION IS 
NECESSARY IN THIS CASE. 

Because petitioner is in possession of information classified as TS/SCI by virtue of his 

prior detention in the CIA program, a protective order regime appropriate for the management 



' See Executive Order 13292, 68 Fed. Reg. 15315 (Mar. 28, 2003). 
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and handling of TS/SCI inforaiation is necessary in this case. Petitioner's counsel have 
suggested that the Court merely enter the protective order and counsel access regime normally 
applicable in Guantanamo habeas cases not involving detainees with TS/SCI information."* Such 
a regime, however, would be inappropriate and improper given the unique circumstances of 
petitioner and his prior CIA custody. As explained below, the protective order regime applicable 
in many other Guantanamo cases contemplates issues associated with the handling of 
information classified no higher than SECRET, while counsel access in this case will require 
appropriate provisions and protections to govern information potentially classified at the TS/SCI 
level, by virtue of petitioner's prior detention and involvement in the CIA's still highly classified 
terrorist detainee program. 

As explained supra, because of petitioner's involvement in the CIA program, it is likely 
he will possess, and will be able to transmit to counsel, information that would be classified at 
the TOP SECRET/SCI level, such as detention locations and other operational details, or 
information that would warrant equivalent treatment or other special handling while petitioner 
remains in United States' custody. See Dom Decl. '^ 8, 10, 16. For example, as explained in the 
Dom Declaration, improper disclosure of operational details about the program, such as the 
locations of CIA detention facilities, would put United States' aUies at risk of terrorist retaliation 
and betray relationships that are built on trust and are vital to efforts against terrorism. See id. 



^ See In re Guantanamo Detainee Cases, 344 F. Supp. 2d 174 (D.D.C. Nov. 8, 2004) 
("Amended Protective Order"); Order Supplementing and Amending Filing Procedures 
Contained in November 8, 2004 Amended Protective Order in In re Guantanamo Detainee 
Cases, No. 02-CV-0299, et al. (D.D.C. Dec. 13, 2004); Order Addressing Designation 
Procedures for "Protected Information" in In re Guantanamo Detainee Cases, No. 02-CV-0299, 
e^ a/. (D.D.C. Nov. 10,2004). 
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Tl 12; see also Declaration of Wendy M. Hilton (Mar. 28, 2006) tH 12-20 (attached as Exhibit 3) 
("Hilton Decl.").^ Improper disclosure of other operational details, such as interrogation 
methods, could also enable terrorist organizations and operatives to adapt their training to 
counter such methods, thereby obstructing the CIA's ability to obtain vital intelligence that could 
disrupt future planned terrorist attacks. Dom Decl. Tl 13; Hilton Decl. TJTI 19-21. The appropriate 
and adequate protection of information that petitioner may possess and may transmit to counsel, 
therefore, is imperative. 

The protective order and counsel access regime entered in many other Guantanamo cases 
not involving detainees who had previously been held in the CIA program, however, would be 
inadequate to protect the unique national security-related interests in this case. For example, the 
standard counsel access regime applicable in various other cases contemplates that counsel 
representing a detainee hold or obtain only a SECRET-level clearance. See Amended Protective 
Order, Exhibit A, Revised Procedures for Counsel Access to Detainees ("Access Procedures") 
§ III.A. 1 . Such a clearance would not permit counsel access to information classified or treated 
as TS/SCI. The counsel access regime further contemplates mailing of communications to 
counsel from a detainee or of notes of a counsel's meeting with a detainee from Guantanamo to 
the secure workspace facility for habeas counsel called for under the protective order.*" See 
Access Procedures §§ IV. B. 3; VLB; Amended Protective Order \ 20. While information 



^ The Hilton Declaration was originally filed in Khan v. Gates, No. 07-1324 (D.C. Cir.), 
in opposition to a motion to unseal TS/SCI filings in that Court. 

"^ See Access Procedures §§ IV.A.6 (counsel required to treat information learned from a 
detainee, "including any oral and written communications with a detainee," as classified pending 
classification review by a DoD Privilege Team). 
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classified at the SECRET-level can be sent through the mail, via certified mail, materials 
classified or treated as TS/SCI, cannot. See Dorn Decl. T| 15; 32 C.F.R. § 2001.45(c), (d) (DoD 
regulation regarding handling of classified information). The standard habeas protective order 
regime also provides a presumed "need to know" between counsel in related Guantanamo 
detainee cases pending before the Court, see Amended Protective Order Tj 29, which, as discussed 
in more detail infra, is not appropriate in the unique context of this case, which involves TS/SCI 
information. 

As the Supreme Court stated in Boumediene, "the Government [in the Guantanamo 
habeas cases] has a legitimate interest in protecting sources and methods of intelligence 
gathering; and we expect that the District Court will use its discretion to accommodate this 
interest to the greatest extent possible." Boumediene v. Bush, 128 S. Ct. 2229, 2276 (2008).^ 
Here, "[a] protective order that allows individuals without the necessary security clearances 
access to TS/SCI information, or permits the use of procedures not appropriate for TS/SCI 
information, cannot possibly begin to adequately protect such information from unauthorized 
disclosure." Dorn Decl. Tl 15. Accordingly, the Court should not proceed with entry of the 
standard habeas protective order regime, which fails to address classification-level concerns in 



^ The Boumediene opinion is not the first instance in which the Supreme Court has 
recognized the responsibility of the Executive to safeguard and protect classified and other 
national security information adequately and the responsibility of courts to defer to protective 
measures the Executive deems appropriate. See, e.g., Dep 't of Navy v. Egan, 484 U.S. 518, 527- 
30 (1988) (authority to control access to classified information is constitutionally vested in the 
President as head of the Executive Branch and Commander in Chief and should not be intruded 
upon by the courts "[f]or reasons . . . too obvious to call for enlarged discussion"); see also Haig 
V. Agee, 453 U.S. 280, 307 (1981) ("It is 'obvious and unarguable' that no governmental interest 
is more compelling than the security of the Nation."). 
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this case such as those raised above. Rather, a revised protective order regime, tailored for 
TS/SCI information issues, is required. 

Lideed, in recognition of the special classification-level issues presented in this case, 
special procedures to deal with the management and handling of TS/SCI information have been 
used in cases involving TS/SCI detainees, including petitioner, in litigation under the Detainee 
Treatment Act ("DTA") in the Court of Appeals. See Petr's Response to Court's July 31, 2008 
Order (filed Aug. 5, 2008) ("Petr's Resp."), Ex. C. The procedures, inter alia, require an 
appropriate (TS/SCI) security clearance and include requirements for proper handling and 
transmission of TS/SCI information. The procedures also include, consistent with the standard 
protective order regime in DTA cases in the Court of Appeals, monitoring and possible redaction 
by a DoD Privilege Team of legal mail going from petitioner's counsel to petitioner in the case. 
Id. \ 4.B. 

Petitioner argues in this case that the standard habeas protective order is sufficient for use 
in this case because other counsel were permitted to submit TS/SCI information to the Court in 
another Guantanamo habeas case, Zalita v. Bush, No. 05-CV-1220 (RMU) (D.D.C.), in which 
only the standard habeas protective order had been entered. That situation does not support entry 
of the standard habeas protective order in this case, however. In Zalita respondents authorized 
TS/SCI-cleared petitioner's counsel to share information with the District Court that counsel had 
previously learned through access to a TS/SCI detainee in the context of a DTA case in the Court 
of Appeals - access that had been permitted pursuant to and governed by the special, TS/SCI 
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access procedures applicable in the DTA litigation context.** Thus, Zalita did not involve initial 

access by habeas counsel to a TS/SCI detainee or TS/SCI information under the standard habeas 

protective order regime or the transmission of TS/SCI information from Guantanamo to D.C. 

under the standard habeas protective order regime. The Zalita situation simply does not support 

application in this case of a habeas protective order regime that, as explained above, is 

demonstrably inappropriate for the management and handling (including transmission) of TS/SCI 

information. A revised protective order regime, tailored for TS/SCI information issues, is 

required in this case. 

II. THE COURT SHOULD ADOPT THE TS/SCI PROTECTIVE ORDER 
REGIME PROPOSED HEREIN. 

Consistent with the Court's July 31, 2008 Order, respondents propose and submit 

herewith a protective order and counsel access regime that addresses the special needs and 

interests presented by the handling and management of TS/SCI information. See Proposed 

TS/SCI Protective Order and Counsel Access Regime, Ex. A ("Guantanamo Procedure Guide 

For Counsel Access in Detainee Habeas Cases Involving TS/SCI Material") (attached). As 

reflected in the proposed order, this regime incorporates the standard habeas protective order 

regime, with two exceptions."^ First, the Counsel Access Procedures appended as Exhibit A to 

the standard protective order are replaced with revised counsel access procedures tailored to 



^ The DTA protective order did not permit counsel in the DTA case to disclose TS/SCI 
information learned in that case to any other court or in any other case, see Petr's Resp. Ex. C, 
]1 5.H; thus, habeas counsel sought the government's consent to a disclosure to the District Court 
in the Zalita case. The government consented to the disclosure to the District Court. 

"* Pursuant to the request of the Court Security Officer responsible for the Guantanamo 
habeas cases, the proposed order also revises the list of CSOs assigned to these cases. See 
Proposed TS/SCI Protective Order Tl 3. 
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account for the handling, transmission, and management of TS/SCI information ("TS/SCI Access 
Procedures"). See Proposed TS/SCI Protective Order T| 2 & Ex. A. Second, the TS/SCI 
Protective Order revises the "need to know" provisions of the standard protective order. Each of 
these changes are discussed in greater detail below. 

The primary difference between the proposed TS/SCI Protective Order and the standard 
Amended Protective Order is that the counsel access procedures appended as Exhibit A to the 
Amended Protective Order ("Access Procedures") are replaced with revised counsel access 
procedures, i.e., the "Guantanamo Procedure Guide For Counsel Access in Detainee Habeas 
Cases Involving TS/SCI Material," tailored for counsel's receipt from petitioner and handling of 
information potentially classified as TS/SCI, see Proposed TS/SCI Protective Order, Ex. A 
("TS/SCI Access Procedures"). Like the standard Access Procedures, the TS/SCI Access 
Procedures require, for access to a detainee, an appropriate clearance level (TS/SCI) and 
verification of counsel's representation of the detainee.'" Compare Access Procedures § III.A, C 
with TS/SCI Access Procedures Tl 1 • 1 • Further, under both the standard and TS/SCI Access 
Procedures, petitioner's counsel are required to comply with the procedures unless they are 
revised by the Court. Compare Access Procedures § III.B with TS/SCI Access Procedures T| 1.2. 
Each set of procedures addresses counsel-detainee visit logistics. Compare Access Procedures 
§ III.D with TS/SCI Access Procedures T| 2. 

Also, like the standard access regime, the TS/SCI regime provides for a system of 
privileged legal mail between counsel and represented detainee. Under both regimes, legal mail 
sent to a detainee is subject to contraband inspection by a DoD Privilege Team, which cannot 



'" At least two counsel for petitioner in this case meet these requirements. 
-9- 
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disclose the contents of such communications except as governed by the access procedures. 
Compare Access Procedures §§ IV.A, VILA with TS/SCI Access Procedures *^ 3.1, 6.6, 6.7. 
Likewise, both regimes similarly restrict the content of legal mail sent to a detainee, prohibiting, 
unless "directly related" to the litigation, information relating to military, intelligence, security, 
or law enforcement operations; concerning current political events in any country; and 
information relating to security procedures at Guantanamo (including names of United States 
government personnel and the layout of camp facilities) and the status of other detainees. 
Compare Access Procedures §§ H.E, IV.A.7, V.B with TS/SCI Access Procedures 1 3.1." Both 
access regimes also reasonably require that non-legal mail and messages to or from a detainee not 
be sent through privileged legal mail channels, but rather through normal mail channels at 
Guantanamo. Compare Access Procedures §§ IV.A. 5, IV.B.5, VI. C with TS/SCI Access 
Procedures Tm 3.2, 3.6. Also, both regimes permit counsel to bring legal mail materials and, if 
approved by Guantanamo, non-legal mail materials into meetings with detainees. Compare 
Access Procedures § V.A with TS/SCI Access Procedures Tl 4. 



" The TS/SCI Access Procedures additionally prohibit from legal mail channels media 
and advocacy publications not directly related to the litigation, which, like the other banned 
information, have the potential to unnecessarily incite unrest and disturbance among the detainee 
population. See TS/SCI Access Procedures Tl 3. 1 . This prohibition is contained in the protective 
order entered in petitioner's DTA litigation in the Court of Appeals. See Petr's Resp. Ex. C, 
Tl 3.1(iii)(d). The DTA protective order in the Court of Appeals also permits the DoD Privilege 
Team to redact the content of legal mail sent to a detainee in order to prevent the injection of 
inappropriate information into the detainee population. Id. Tj 4; see Bismullah v. Gates, 501 F.3d 
178, 188-89 (D.C. Cir. 2007), judgment vacated in light of Boumediene, _ S. Ct. _, 2008 WL 
436938 (2008). In light of petitioner's counsel's objections to such redaction provisions, and in 
order to facilitate the entry of a TS/SCI Protective Order in this Court, the redaction provision 
has been omitted from the TS/SCI Access Procedures proposed by respondents to the Court. 

-10- 
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Both regimes also make provision for methods and modes of transmission of 
presumptively classified counsel notes and materials from counsel-detainee meetings to the 
habeas counsel secure facility in the Washington, D.C., area. While, as discussed supra, the 
standard Access Procedures permit mailing of such materials (consistent with the handling of 
information classified at the SECRET level), the TS/SCI Access Procedures utilize privileged 
non-mail means of transmission appropriate to TS/SCI material. Compare Access Procedures 
§ VI with TS/SCI Access Procedures tH 1.4, 5. 

Both regimes likewise provide for classification review of presumptively classified 
materials (involving information provided by a detainee to counsel) by the DoD Privilege Team, 
at counsel's request. Compare Access Procedures §§ VII with TS/SCI Access Procedures Tj 6}^ 
And both regimes similarly impose a nondisclosure obligation upon the DoD Privilege Team,'^ 
with an exception for information threatening national security or reflecting imminent violence - 



'^ The TS/SCI Access Procedures permit the DoD Privilege Team, with petitioner's 
counsel's consent, to consult with individuals in appropriate federal agencies for the purpose of 
identifying classified information and appropriately marking materials submitted by counsel for 
classification review. See TS/SCI Access Procedures Tl 6.2. 1 . This reflects the reality of limited 
expertise within the government as to classification issues related to the CIA detention program. 
Similarly, the Privilege Team can disclose disputes with counsel regarding legal mail if court 
intervention is sought by counsel to permit injection of inappropriate legal mail into the detainee 
population. Id. \ 6.6. A similar provision is contained in the protective order entered in 
petitioner's DTA litigation in the Court of Appeals. See Petr's Resp. Ex. C, Tl 4.E. 

'^ The DoD Privilege Team is permitted to disclose information to a Special Litigation 
Team that represents the Privilege Team as necessary in court. See TS/SCI Access Procedures 
Tl 6.6. Of course, the Special Litigation Team operates under nondisclosure obligations similar to 
those of the Privilege Team. Id. Under the standard habeas protective order regime, disclosures 
to the Special Litigation Team are similarly permitted under orders entered by Magistrate Judge 
Kay creating the Special Litigation Team. See, e.g.. Order (Feb. 2, 2006), Salahi v Bush, 05-CV- 
569 (JR) (dkt. no. 49). See also Petr's Resp. Ex. C, Tj 4.F-J (DTA Protective Order similarly 
permitting disclosures to Special Litigation Team representing Privilege Team). 
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information that petitioner's counsel is likewise obligated to report. Compare Access Procedures 
§ VII.D, E, F; § IX.C with TS/SCI Access Procedures til 6.6-6.8. 

Accordingly, the TS/SCI Access Procedures, tailored to account for the handling, 
transmission, and management of TS/SCI information, are a necessary and appropriate 
replacement for the Counsel Access Procedures appended as Exhibit A to the standard Amended 
Protective Order. 

The TS/SCI Protective Order proposed by respondents also appropriately revises the 
"need to know" provisions of the standard Amended Protective Order. See Proposed TS/SCI 
Protective Order Tj 2. The standard Amended Protective Order regime provides for a presumed 
"need to know" between counsel in related Guantanamo detainee cases pending before the Court, 
see Amended Protective Order ^ 29, but this is not appropriate in the unique context of this case, 
which involves TS/SCI information. Such a presumed "need to know" is not only inappropriate 
generally, see, e.g., Dep 't of Navy v. Egan, 484 U.S. 518, 527-30 (1988) (authority to control 
access to classified information is constitutionally vested in the President as head of the 
Executive Branch and Commander in Chief and should not be intruded upon by the courts "[f]or 
reasons . . . too obvious to call for enlarged discussion"), it is especially inappropriate in this 
case, given the potential that information involved in this case could require classification or 
treatment at a TS/SCI level - based upon the possibility of "exceptionally grave damage" to 
national security and, beyond that, the determination that the information is so exceptionally 
sensitive that normal criteria for access and handling of even TOP SECRET information are not 
sufficient. See Dorn Decl. TJH 8-10. Such a presumption, and placement of the burden upon the 
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government to overcome the presumption in any particular situation (of which the government 
will not have notice), is improper in this unique context. 

Lideed, for Sensitive Compartmented Liformation, for which the normal criteria for 
access and handling of even TOP SECRET information are not sufficient, the need-to-know 
requirement is strictly enforced. A compartment is created only upon a determination that the 
normal criteria for classification are insufficient to protect the information. See Executive Order 
12958, as amended, § 4.3(a). Even for government employees, holders of security clearances are 
not provided with access to compartmented information unless absolutely necessary. And even a 
person cleared into a compartment may not be given access to all the information in that 
compartment; they are given access to information only as they have a legitimate need to know it. 
Thus, a presumed need-to-know all TS/SCI information that may be learned by cleared counsel 
in various TS/SCI cases, such that such information may be shared between those counsel, is 
inappropriate. A presumed need-to-know hinders, indeed prevents, the protection of especially 
sensitive information, as there is no way to know what information has been shared; thus, any 
hope of addressing protection of that information would only come after an inappropriate 
disclosure has been made and somehow discovered. Such a system thus risks exactly what a 
sensitive compartment seeks to avoid - the unauthorized disclosure of particularly sensitive 
information to individuals with no need to know that information. 

While there certainly may be information that could be shared between cleared counsel, 
that determination should be made on a case-by-case basis. The elimination of the presumed 
need-to-know in the TS/SCI Protective Order does not prevent counsel seeking, even in a 
privileged fashion, requests for authorization from appropriate officials to disclose TS/SCI 

-13- 
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information to appropriately cleared counsel in other TS/SCI cases or to receive such information 
from them.'"* hi the unique and especially sensitive circumstances of this case, involving TS/SCI 
information, for which the normal criteria for access and handling of even TOP SECRET 
information are not sufficient, such a regime, whereby need-to-know is not presumed, but rather 
permission to share is sought on a case-by-case basis, is necessary and appropriate. See 
Boumediene, 128 S. Ct. at 2276 ("[T]he Government [in the Guantanamo habeas cases] has a 
legitimate interest in protecting sources and methods of intelligence gathering; and we expect 
that the District Court will use its discretion to accommodate this interest to the greatest extent 
possible."); see also supra note 7. 

CONCLUSION 
For the foregoing reasons, the Court should enter the TS/SCI Protective Order submitted 
by respondents herewith.'^ The proposed order is attached. 



'"^ Petitioner's argument that a presumed need-to-know is necessary so as to permit 
assessment of the credibility or circumstances of statements made by detainees that the 
government may use in its habeas cases, Petr's Resp. at 5-6, is premature since the government 
has yet to file final factual returns in the cases. A presumed need-to-know, in the special 
circumstances of this case involving TS/SCI information, should not be imposed prematurely or 
based on speculation, if ever. 

'^ The Court may be aware that Judge Hogan recently made the standard Amended 
Protective Order applicable in all the cases being coordinated before him, "pending further order 
of the Court." See Order (Jul. 29, 2008) in Misc. No. 08-442 (TFH). Such cases include at least 
two TS/SCI detainee cases. Respondents do not believe Judge Hogan intended to call for 
application of a protective order regime that permits demonstrably improper handling of TS/SCI 
information, e.g., through the mail, see supra at 5-6, in those cases. Accordingly, respondents 
intend to seek clarification or reconsideration on the matter with Judge Hogan and request entry 
of the TS/SCI Protective Order submitted herewith. 

-14- 
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UNITED STATES DISTRICT COURT 
DISTRICT OF COLUMBLA. 



MAJIDKHAN, e/a/.. ) 

) 
Petitioners ) 



GEORGE W. BUSH, ) 

President of the United States, . ) 
et al, . , ) 

■)' 
Respondents. ) 

. '. ) 



) Civil Action No. 06-CV- 1 690 (RBW) 
) 



DECLARATION OF MARILYN A, DORN, 
INFORMATION REVIEW OFFICER, 
CENTRAL INTELLIGENCE AGENCY 



I, MARILYN A. DORN, hereby declare and say: 

1 . I am thelnformation Review Officer (IRO) for the National Clandestine 
Service (NCS ) of the Central Intelligence Agency (CIA), After serving one and a half 
years as Associate NCS/IRO, I was appointed to my current position on 1 August 2003. 

2. The NCS is the organization within the CIA responsible for conducting the 
CIA's foreign intelligence and counterintelligence activities; conducting covert action; 
conducting liaison with foreign intelligence and security services; serving as the 
repository for foreign counterintelligence information; supporting clandestine technical 
collection; and coordinating CIA support to the Department of Defense. Specifically, the' 
NCS is responsible for the conduct of foreign intelligence collection through the 
clandestine use of human sources. 
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3. The IRO is responsible for the review of records maintained by offices in the 
NCS that may be responsive to requests from the Department of Justice in criminal and 
civil litigation, As part of my official duties, I ensure that determinations such as the 
release or withholding of information related to the CIA are proper and do not jeopardize 
CIA interests, personnel, or facilities, and, dnbehalf of the Director of the CIA, do not 
jeopardize CIA intelligence activities, sources, or methods, 

4. As a senior CI A official and under a viTitten delegation of authority pursuant to 
section 1.3(c) of Executive Order 12958, as amended,^ I hold original classification 
authority at the TOP SECRET level. Therefore, I am authorized to conduct classification 
reviews and to make original classification and declassification decisions. 

5. Through the exercise of my official duties, I am generally familiar with this 
case. 1 malce the following statements based upon my personal knowledge and 
information made available to me in my official capacity. 

Purpose of this Declaration 



"^~~" ~ §71 lmderFtS]idlEaFarp~e^ 
of Majid Kahn and that petitioner's counsel has requested that the Court enter a standard 
protective order used in a number of previous cases involving detainees at the United 
States Naval Base in Guantanamo Bay, Cuba. Such protective orders are entered to 
estabHsh the procedures that must be followed by petitioner's counsel and various other 
individuals who receive access to potentially classified national security information in 
connection with these cases. The purpose of this declaration is to inform the Court that 



' (U) Executive Order 12958 was amended by Executive Order 13292. See Exec. Order No. 13292, 68 
Fed. Reg. 15315 (Mar. 28, 2003). All citations to Exec. Order No. 12958 axe to the Order as amended by 
Exec. Order No. 13292. See Exec. Order No. 12,958, 3 C.F.R. 333 (1995), reprinted as amended in 50 
U.S.C.A. § 435 note at 180 O^^est Supp. 2006). 
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the classified national security information likely to arise in this case is different and 
more sensitive than any of the previous cases involving detainees at Guantanamo Bay. 
Therefore, the standard protective order used in previous cases is insufficient to protect 
that information. 

The Classified National Security Information at Issue 

7, On September 6, 2006, President George W, Bush delivered a speech in which 
he disclosed the existence of a secret CIA program to capture, detain, and interrogate key 
terrorist leaders and operatives in order to help prevent terrorist attacks, President Bush 
also disclosed that fouurteen individuals formeriy in CIA custody as part of the secret CIA 
program had been transferred to Department of Defense (DOD) custody at Guantanamo 
Bay. Petitioner was one of the fourteen individuals formerly in the secret CIA program, 
now detained by DOD at Guantanamo Bay. 

8. While the President publicly disclosed that the fourteen individuals were 
detained and questioned outside the United States in a program operated by the CIA, he 



" also' explicitly 'statedthatlnany"spec^^^ 
had been held, the details of their confinement, the employment of alternative 
interrogation methods, and other operational details could not be divulged and would 
remain classified. In fact, such details constitute and involve TOP SECRET, Sensitive 
Compartmented Information (SCI). 

9. Under Executive Order 12958, as amended, the anticipated severity of the 
damage to national security resulting fiom disclosure determines which of three 
classification levels is applied to the information. Thus, if an unauthorized disclosure of 
information reasonably could be expected to cause damage to the national security, that 
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information may be classified as CONFIDENTIAL; serious damage may be classified as 
SECRET; and exceptionally grave damage maybe classified as TOP SECRET. 
Executive Order 12958, section 4.3, provides that specified officials may create special 
access programs upon a finding that the vulnerability of, or tlireat to, specific information 
is exceptional, and the normal criteria for determining eligibility for access applicable to 
information classified at the same level are not deemed sufficient to protect the 
information from unauthorized disclosure. This section fiirther provides that the Director 
of the CIA is responsible for establishing and maintaining special access programs 
relating to intelligence activities, sources, and methods. These special access programs 
relating to intelligence are called Sensitive Compartmented Information (SCI) programs. 

10. Information relating to the CIA terrorist detention program has been placed in 
a TOP SECRET//SCI program to enhance protection from unauthorized disclosure. 
Because Majid Kahn was detained by CIA in this program, he may have come into 
possession of information, including locations of detention, conditions of detention, and 
alternative interrogation techniques, that is classified at the TOP SECRET//SCI level. 

The Damage to the National Security 

1 1 . The President made clear in his speech that operation of the secret CIA 
detention program will continue. In order to fiilly appreciate the risk to the national 
security that disclosure of the operational details of the program would pose, the Court 
must first understand the importance of the program to the national security. Information 
obtained from the program has provided the U.S. Government with one of the most 
useful tools in combating terrorist threats to the national security, It has shed light on 
probable targets and Hkely methods for attacks on the United States, and has led to the 
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disruption of terrorist plots against the United States and its allies. Information obtained 
. from the program has also played a role in the capture and questioning of additional 
senior al Qaeda operatives. 

12. One of the most critical tools in the war against al Qaeda and its affiliates is 
the close intelligence relationships that the United States maintains with allies around the 
world. Many countries take great risks in order to assist the United States, and they do so 
with the explicit agreement that the nature of their assistance will remain secret. Should 
operational details about the program be improperly disclosed, such as the locations of 
CIA detention facilities, it would put our allies at risk of terrorist retaliation and betray 
relationships that are built on trust and are vital to our efforts against terrorism. 

13. Improper disclosure of details regarding the conditions of detention and 
specific alternative interrogation procedures could also cause exceptionally grave 
consequences. Many terrorist operatives are specifically trained in counter-interrogation 
techniques. If specific alternative techniques were disclosed, it would permit terrorist 
organizations to adapt their training to counter the tactics that CIA can employ in 
inten-ogations. If detainees m the CIA program are more fiilly prepared to resist 
interrogation, it could prevent the CIA from obtaining vital intelligence that could disrupt 
future planned attacks. 

The Inadequacy of the Standard Protective Order Used in Previous Cases 

1 4. The very purpose of a protective order is to establish the procedures that are 
to be followed by petitioner's counsel, translators for the parties, and various other 
individuals who will receive access to potentially classified national security information. 
Tlie protective order that petitioner requests the Court to adopt contemplates that the 
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national security infomiation at issue would be classified at the SECRET level, rather 
than at the TOP SECRET//SCI level as it is here. As such, the standard protective order 
used in previous detainee habeas cases fails, on its face, to adequately protect the national 
security information that may arise in this case. 

15. By way of specific example, the protective order proposed by petitioner ' 
requires petitioners' counsel to hold a valid United States security clearance at only the 
SECRET level, Similarly, it does not require other individuals who may have access to 
potentially classified infonnation provided by a detainee, such as translators, to possess 
clearances above the SECRET level To adequately protect TOP SECRET//SCI 
information potentially provided by a detainee, access to such information would have to 
be restricted to individuals with TOP SECRET// SCI security clearances who have 
received briefings regarding the security procedures, signed a non-disclosure agreement, 
and been determined to have a need-to-know^ the information at issue. In addition, the 
protective order proposed by petitioner permits procedures for handling and controlling 
potentially classified information that may be permissible for SECRET information, but 
is expressly prohibited for TOP SECRET//SCI. For example, information classified at 
the SECRET level may be transmitted via certified mail, a procedure that is prohibited 
for our nation's most guarded secrets at the TOP SECRET//SCI level. Similarly, 
documents at the SECRET level may be stored in a facility with fewer security devices 
tlian information at the TOP SECRET//SCI level. A protective order that allows 
individuals without the necessary security clearances access to TOP SECRET//SCI 
information, or permits the use of procedures not appropriate for TOP SECRJET//SCI 



^ Executive Order 12958, as amended, defines "need-io-knoV as a "deteimination by an aiitbori2ed holder 
of classified information that a prospective recipient requires access to classified infonnation in order to 
perform or assist in a lawful and authorized govemmental function." 
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information, cannot possibly begin to adequately protect such information firom 
unauthorized disclosure. Moreover, such procedures would explicitly violate the 
safeguarding requirements prescribed to protect classified infonnation in Executive Order 
12958, Part 4, as amended. 

Conclusion 
1 6. I have detennined that Majid Kahn may have come into possession of 
national security infonnation that is classified at the TOP SECRET// SCI level, I have 
also detennined that handling of such infonnation under the standard protective order 
used in previous cases poses an unacceptable risk of disclosure, which reasonably could 
be expected to cause extremely grave damage to the national security. 
* * *, * 



I declare under penalty of perjury that the foregoing is true and correct. 
Executed this o^^ day of October, 2006. 



Marilyn A. Dom 
Infonnation Review Officer 
National Clandestine Service 
Central Intelligence Agency 
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1:45 P.M. EDT 

THE PRESIDENT: Thank you. Thanks for the warm welcome. Welcome to the White House. Mr. Vice President, 
Secretary Rice, Attorney General Gonzales, Ambassador Negroponte, General Hayden, members of the United 
States Congress, families who lost loved ones in the terrorist attacks on our nation, and my fellow citizens: 
Thanks for coming. 

On the morning of September the 11 th, 2001 , our nation awoke to a 
nightmare attack. Nineteen men, armed with box cutters, took control of 
airplanes and turned them into missiles. They used them to kill nearly . i 
3,000 innocent people. We watched the Twin Towers collapse before y 
our eyes -- and it became instantly clear that we'd entered a new world, 
and a dangerous new war. 

The attacks of September the 1 1th horrified our nation. And amid the 

grief came new fears and urgent questions: Who had attacked us? 

What did they want? And what else were they planning? Americans 

saw the destruction the terrorists had caused in New York, and 

Washington, and Pennsylvania, and they wondered if there were other 

terrorist cells in our midst poised to strike; they wondered if there was a second wave of attacks still to come. 

With the Twin Towers and the Pentagon still smoldering, our country on edge, and a stream of intelligence 
coming in about potential new attacks, my administration faced immediate challenges: We had to respond to the 
attack on our country. We had to wage an unprecedented war against an enemy unlike any we had fought 
before. We had to find the terrorists hiding in America and across the world, before they were able to strike our 
country again. So in the early days and weeks after 9/11,1 directed our government's senior national security 
officials to do everything in their power, within our laws, to prevent another attack. 

Nearly five years have passed since these -- those initial days of shock and sadness -- and we are thankful that 
the terrorists have not succeeded in launching another attack on our soil. This is not for the lack of desire or 
determination on the part of the enemy. As the recently foiled plot in London shows, the terrorists are still active, 
and they're still trying to strike America, and they're still trying to kill our people. One reason the terrorists have 
not succeeded is because of the hard work of thousands of dedicated men and women in our government, who 
have toiled day and night, along with our allies, to stop the enemy from carrying out their plans. And we are 
grateful for these hardworking citizens of ours. 

Another reason the terrorists have not succeeded is because our government has changed its policies -- and 
given our military, intelligence, and law enforcement personnel the tools they need to fight this enemy and 
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protect our people and preserve our freedoms. 



The terrorists who declared war on America represent no nation, they 

defend no territory, and they wear no uniform. They do not mass 

armies on borders, or flotillas of warships on the high seas. They 

operate in the shadows of society; they send small teams of operatives j 

to infiltrate free nations; they live quietly among their victims; they 

conspire in secret, and then they strike without warning. In this new 

war, the most important source of information on where the terrorists 

are hiding and what they are planning is the terrorists, themselves. 

Captured terrorists have unique knowledge about how terrorist 

networks operate. They have knowledge of where their operatives are 

deployed, and knowledge about what plots are underway. This intelligence -- this is intelligence that cannot be 

found any other place. And our security depends on getting this kind of information. To win the war on terror, we 

must be able to detain, question, and, when appropriate, prosecute terrorists captured here in America, and on 

the battlefields around the world. 




After the 9/1 1 attacks, our coalition launched operations across the world to remove terrorist safe havens, and 
capture or kill terrorist operatives and leaders. Working with our allies, we've captured and detained thousands 
of terrorists and enemy fighters in Afghanistan, in Iraq, and other fronts of this war on terror. These enemy -- 
these are enemy combatants, who were waging war on our nation. We have a right under the laws of war, and 
we have an obligation to the American people, to detain these enemies and stop them from rejoining the battle. 

Most of the enemy combatants we capture are held in Afghanistan or in Iraq, where they're questioned by our 
military personnel. Many are released after questioning, or turned over to local authorities -- if we determine that 
they do not pose a continuing threat and no longer have significant intelligence value. Others remain in American 
custody near the battlefield, to ensure that they don't return to the fight. 

In some cases, we determine that individuals we have captured pose a significant threat, or may have 
intelligence that we and our allies need to have to prevent new attacks. Many are al Qaeda operatives or Taliban 
fighters trying to conceal their identities, and they withhold information that could save American lives. In these 
cases, it has been necessary to move these individuals to an environment where they can be held secretly [sic], 
questioned by experts, and -- when appropriate -- prosecuted for terrorist acts. 

Some of these individuals are taken to the United States Naval Base at 
Guantanamo Bay, Cuba. It's important for Americans and others 
across the world to understand the kind of people held at Guantanamo. 
These aren't common criminals, or bystanders accidentally swept up on 
the battlefield -- we have in place a rigorous process to ensure those 
held at Guantanamo Bay belong at Guantanamo. Those held at 
Guantanamo include suspected bomb makers, terrorist trainers, 
recruiters and facilitators, and potential suicide bombers. They are in 
our custody so they cannot murder our people. One detainee held at 
Guantanamo told a questioner questioning him -- he said this: "I'll never 
forget your face. I will kill you, your brothers, your mother, and sisters." 




In addition to the terrorists held at Guantanamo, a small number of suspected terrorist leaders and operatives 
captured during the war have been held and questioned outside the United States, in a separate program 
operated by the Central Intelligence Agency. This group includes individuals believed to be the key architects of 
the September the 11 th attacks, and attacks on the USS Cole, an operative involved in the bombings of our 
embassies in Kenya and Tanzania, and individuals involved in other attacks that have taken the lives of innocent 
civilians across the world. These are dangerous men with unparalleled knowledge about terrorist networks and 
their plans for new attacks. The security of our nation and the lives of our citizens depend on our ability to learn 
what these terrorists know. 

Many specifics of this program, including where these detainees have been held and the details of their 
confinement, cannot be divulged. Doing so would provide our enemies with information they could use to take 
retribution against our allies and harm our country. I can say that questioning the detainees in this program has 
given us information that has saved innocent lives by helping us stop new attacks -- here in the United States 
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and across the world. Today, I'm going to share with you some of the examples provided by our intelligence 
community of how this program has saved lives; why it remains vital to the security of the United States, and our 
friends and allies; and why it deserves the support of the United States Congress and the American people. 

Within months of September the 11 th, 2001 , we captured a man known as Abu Zubaydah. We believe that 
Zubaydah was a senior terrorist leader and a trusted associate of Osama bin Laden. Our intelligence community 
believes he had run a terrorist camp in Afghanistan where some of the 9/1 1 hijackers trained, and that he helped 
smuggle al Oaeda leaders out of Afghanistan after coalition forces arrived to liberate that country. Zubaydah was 
severely wounded during the firefight that brought him into custody -- and he survived only because of the 
medical care arranged by the CIA. 

After he recovered, Zubaydah was defiant and evasive. He declared his hatred of America. During questioning, 
he at first disclosed what he thought was nominal information -- and then stopped all cooperation. Well, in fact, 
the "nominal" information he gave us turned out to be quite important. For example, Zubaydah disclosed Khalid 
Sheikh Mohammed -- or KSM -- was the mastermind behind the 9/1 1 attacks, and used the alias "Muktar." This 
was a vital piece of the puzzle that helped our intelligence community pursue KSM. Abu Zubaydah also provided 
information that helped stop a terrorist attack being planned for inside the United States -- an attack about which 
we had no previous information. Zubaydah told us that al Oaeda operatives were planning to launch an attack in 
the U.S., and provided physical descriptions of the operatives and information on their general location. Based 
on the information he provided, the operatives were detained -- one while traveling to the United States. 

We knew that Zubaydah had more information that could save innocent lives, but he stopped talking. As his 
questioning proceeded, it became clear that he had received training on how to resist interrogation. And so the 
CIA used an alternative set of procedures. These procedures were designed to be safe, to comply with our laws, 
our Constitution, and our treaty obligations. The Department of Justice reviewed the authorized methods 
extensively and determined them to be lawful. I cannot describe the specific methods used -- 1 think you 
understand why -- if I did, it would help the terrorists learn how to resist questioning, and to keep information 
from us that we need to prevent new attacks on our country. But I can say the procedures were tough, and they 
were safe, and lawful, and necessary. 

Zubaydah was questioned using these procedures, and soon he began to provide information on key al Oaeda 
operatives, including information that helped us find and capture more of those responsible for the attacks on 
September the 1 1th. For example, Zubaydah identified one of KSM's accomplices in the 9/1 1 attacks -- a 
terrorist named Ramzi bin al Shibh. The information Zubaydah provided helped lead to the capture of bin al 
Shibh. And together these two terrorists provided information that helped in the planning and execution of the 
operation that captured Khalid Sheikh Mohammed. 

Once in our custody, KSM was questioned by the CIA using these procedures, and he soon provided 
information that helped us stop another planned attack on the United States. During questioning, KSM told us 
about another al Oaeda operative he knew was in CIA custody -- a terrorist named Majid Khan. KSM revealed 
that Khan had been told to deliver $50,000 to individuals working for a suspected terrorist leader named 
Hambali, the leader of al Oaeda's Southeast Asian affiliate known as "J-l". CIA officers confronted Khan with this 
information. Khan confirmed that the money had been delivered to an operative named Zubair, and provided 
both a physical description and contact number for this operative. 

Based on that information, Zubair was captured in June of 2003, and he soon provided information that helped 
lead to the capture of Hambali. After Hambali's arrest, KSM was questioned again. He identified Hambali's 
brother as the leader of a "J-l" cell, and Hambali's conduit for communications with al Oaeda. Hambali's brother 
was soon captured in Pakistan, and, in turn, led us to a cell of 17 Southeast Asian "J-l" operatives. When 
confronted with the news that his terror cell had been broken up, Hambali admitted that the operatives were 
being groomed at KSM's request for attacks inside the United States - probably [sic] using airplanes. 

During questioning, KSM also provided many details of other plots to kill innocent Americans. For example, he 
described the design of planned attacks on buildings inside the United States, and how operatives were directed 
to carry them out. He told us the operatives had been instructed to ensure that the explosives went off at a point 
that was high enough to prevent the people trapped above from escaping out the windows. 

KSM also provided vital information on al Oaeda's efforts to obtain biological weapons. During questioning, KSM 
admitted that he had met three individuals involved in al Oaeda's efforts to produce anthrax, a deadly biological 
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agent -- and he identified one of tiie individuals as a terrorist named Yazid. KSM apparently believed we already 
had this information, because Yazid had been captured and taken into foreign custody before KSM's arrest. In 
fact, we did not know about Yazid's role in al Qaeda's anthrax program. Information from Yazid then helped lead 
to the capture of his two principal assistants in the anthrax program. Without the information provided by KSM 
and Yazid, we might not have uncovered this al Qaeda biological weapons program, or stopped this al Qaeda 
cell from developing anthrax for attacks against the United States. 

These are some of the plots that have been stopped because of the information of this vital program. Terrorists 
held in CIA custody have also provided information that helped stop a planned strike on U.S. Marines at Camp 
Lemonier in Djibouti -- they were going to use an explosive laden water tanker. They helped stop a planned 
attack on the U.S. consulate in Karachi using car bombs and motorcycle bombs, and they helped stop a plot to 
hijack passenger planes and fly them into Heathrow or the Canary Wharf in London. 

We're getting vital information necessary to do our jobs, and that's to protect the American people and our allies. 

Information from the terrorists in this program has helped us to identify individuals that al Qaeda deemed 
suitable for Western operations, many of whom we had never heard about before. They include terrorists who 
were set to case targets inside the United States, including financial buildings in major cities on the East Coast. 
Information from terrorists in CIA custody has played a role in the capture or questioning of nearly every senior al 
Qaeda member or associate detained by the U.S. and its allies since this program began. By providing 
everything from initial leads to photo identifications, to precise locations of where terrorists were hiding, this 
program has helped us to take potential mass murderers off the streets before they were able to kill. 

This program has also played a critical role in helping us understand the enemy we face in this war. Terrorists in 
this program have painted a picture of al Qaeda's structure and financing, and communications and logistics. 
They identified al Qaeda's travel routes and safe havens, and explained how al Qaeda's senior leadership 
communicates with its operatives in places like Iraq. They provided information that allows us -- that has allowed 
us to make sense of documents and computer records that we have seized in terrorist raids. They've identified 
voices in recordings of intercepted calls, and helped us understand the meaning of potentially critical terrorist 
communications. 

The information we get from these detainees is corroborated by intelligence, and we've received -- that we've 
received from other sources -- and together this intelligence has helped us connect the dots and stop attacks 
before they occur. Information from the terrorists questioned in this program helped unravel plots and terrorist 
cells in Europe and in other places. It's helped our allies protect their people from deadly enemies. This program 
has been, and remains, one of the most vital tools in our war against the terrorists. It is invaluable to America 
and to our allies. Were it not for this program, our intelligence community believes that al Qaeda and its allies 
would have succeeded in launching another attack against the American homeland. By giving us information 
about terrorist plans we could not get anywhere else, this program has saved innocent lives. 

This program has been subject to multiple legal reviews by the Department of Justice and CIA lawyers; they've 
determined it complied with our laws. This program has received strict oversight by the CIA's Inspector General. 
A small number of key leaders from both political parties on Capitol Hill were briefed about this program. All 
those involved in the questioning of the terrorists are carefully chosen and they're screened from a pool of 
experienced CIA officers. Those selected to conduct the most sensitive questioning had to complete more than 
250 additional hours of specialized training before they are allowed to have contact with a captured terrorist. 

I want to be absolutely clear with our people, and the world: The United States does not torture. It's against our 
laws, and it's against our values. I have not authorized it -- and I will not authorize it. Last year, my administration 
worked with Senator John McCain, and I signed into law the Detainee Treatment Act, which established the legal 
standard for treatment of detainees wherever they are held. I support this act. And as we implement this law, our 
government will continue to use every lawful method to obtain intelligence that can protect innocent people, and 
stop another attack like the one we experienced on September the 11 th, 2001 . 

The CIA program has detained only a limited number of terrorists at any given time -- and once we've 
determined that the terrorists held by the CIA have little or no additional intelligence value, many of them have 
been returned to their home countries for prosecution or detention by their governments. Qthers have been 
accused of terrible crimes against the American people, and we have a duty to bring those responsible for these 
crimes to justice. So we intend to prosecute these men, as appropriate, for their crimes. 
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Soon after the war on terror began, I authorized a system of military commissions to try foreign terrorists 
accused of war crimes. Military commissions have been used by Presidents from George Washington to 
Franklin Roosevelt to prosecute war criminals, because the rules for trying enemy combatants in a time of 
conflict must be different from those for trying common criminals or members of our own military. One of the first 
suspected terrorists to be put on trial by military commission was one of Osama bin Laden's bodyguards -- a 
man named Hamdan. His lawyers challenged the legality of the military commission system. It took more than 
two years for this case to make its way through the courts. The Court of Appeals for the District of Columbia 
Circuit upheld the military commissions we had designed, but this past June, the Supreme Court overturned that 
decision. The Supreme Court determined that military commissions are an appropriate venue for trying terrorists, 
but ruled that military commissions needed to be explicitly authorized by the United States Congress. 

So today, I'm sending Congress legislation to specifically authorize the creation of military commissions to try 
terrorists for war crimes. My administration has been working with members of both parties in the House and 
Senate on this legislation. We put forward a bill that ensures these commissions are established in a way that 
protects our national security, and ensures a full and fair trial for those accused. The procedures in the bill I am 
sending to Congress today reflect the reality that we are a nation at war, and that it's essential for us to use all 
reliable evidence to bring these people to justice. 

We're now approaching the five-year anniversary of the 9/1 1 attacks - and the families of those murdered that 
day have waited patiently for justice. Some of the families are with us today - they should have to wait no 
longer. So I'm announcing today that Khalid Sheikh Mohammed, Abu Zubaydah, Ramzi bin al-Shibh, and 11 
other terrorists in CIA custody have been transferred to the United States Naval Base at Guantanamo Bay. 
(Applause.) They are being held in the custody of the Department of Defense. As soon as Congress acts to 
authorize the military commissions I have proposed, the men our intelligence officials believe orchestrated the 
deaths of nearly 3,000 Americans on September the 1 1th, 2001 , can face justice. (Applause.) 

We'll also seek to prosecute those believed to be responsible for the attack on the USS Cole, and an operative 
believed to be involved in the bombings of the American embassies in Kenya and Tanzania. With these 
prosecutions, we will send a clear message to those who kill Americans: No longer - how long it takes, we will 
find you and we will bring you to justice. (Applause.) 

These men will be held in a high-security facility at Guantanamo. The International Committee of the Red Cross 
is being advised of their detention, and will have the opportunity to meet with them. Those charged with crimes 
will be given access to attorneys who will help them prepare their defense - and they will be presumed innocent. 
While at Guantanamo, they will have access to the same food, clothing, medical care, and opportunities for 
worship as other detainees. They will be questioned subject to the new U.S. Army Field Manual, which the 
Department of Defense is issuing today. And they will continue to be treated with the humanity that they denied 
others. 

As we move forward with the prosecutions, we will continue to urge nations across the world to take back their 
nationals at Guantanamo who will not be prosecuted by our military commissions. America has no interest in 
being the world's jailer. But one of the reasons we have not been able to close Guantanamo is that many 
countries have refused to take back their nationals held at the facility. Other countries have not provided 
adequate assurances that their nationals will not be mistreated - or they will not return to the battlefield, as more 
than a dozen people released from Guantanamo already have. We will continue working to transfer individuals 
held at Guantanamo, and ask other countries to work with us in this process. And we will move toward the day 
when we can eventually close the detention facility at Guantanamo Bay. 

I know Americans have heard conflicting information about Guantanamo. Let me give you some facts. Of the 
thousands of terrorists captured across the world, only about 770 have ever been sent to Guantanamo. Of 
these, about 315 have been returned to other countries so far - and about 455 remain in our custody. They are 
provided the same quality of medical care as the American service members who guard them. The International 
Committee of the Red Cross has the opportunity to meet privately with all who are held there. The facility has 
been visited by government officials from more than 30 countries, and delegations from international 
organizations, as well. After the Organization for Security and Cooperation in Europe came to visit, one of its 
delegation members called Guantanamo "a model prison" where people are treated better than in prisons in his 
own country. Our troops can take great pride in the work they do at Guantanamo Bay - and so can the 
American people. 
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As we prosecute suspected terrorist leaders and operatives who have now been transferred to Guantanamo, 
we'll continue searching for those who have stepped forward to take their places. This nation is going to stay on 
the offense to protect the American people. We will continue to bring the world's most dangerous terrorists to 
justice -- and we will continue working to collect the vital intelligence we need to protect our country. The current 
transfers mean that there are now no terrorists in the CIA program. But as more high-ranking terrorists are 
captured, the need to obtain intelligence from them will remain critical - and having a CIA program for 
questioning terrorists will continue to be crucial to getting life-saving information. 

Some may ask: Why are you acknowledging this program now? There are two reasons why I'm making these 
limited disclosures today. First, we have largely completed our questioning of the men - and to start the process 
for bringing them to trial, we must bring them into the open. Second, the Supreme Court's recent decision has 
impaired our ability to prosecute terrorists through military commissions, and has put in question the future of the 
CIA program. In its ruling on military commissions, the Court determined that a provision of the Geneva 
Conventions known as "Common Article Three" applies to our war with al Qaeda. This article includes provisions 
that prohibit "outrages upon personal dignity" and "humiliating and degrading treatment." The problem is that 
these and other provisions of Common Article Three are vague and undefined, and each could be interpreted in 
different ways by American or foreign judges. And some believe our military and intelligence personnel involved 
in capturing and questioning terrorists could now be at risk of prosecution under the War Crimes Act - simply for 
doing their jobs in a thorough and professional way. 

This is unacceptable. Our military and intelligence personnel go face to face with the world's most dangerous 
men every day. They have risked their lives to capture some of the most brutal terrorists on Earth. And they 
have worked day and night to find out what the terrorists know so we can stop new attacks. America owes our 
brave men and women some things in return. We owe them their thanks for saving lives and keeping America 
safe. And we owe them clear rules, so they can continue to do their jobs and protect our people. 

So today, I'm asking Congress to pass legislation that will clarify the rules for our personnel fighting the war on 
terror. First, I'm asking Congress to list the specific, recognizable offenses that would be considered crimes 
under the War Crimes Act - so our personnel can know clearly what is prohibited in the handling of terrorist 
enemies. Second, I'm asking that Congress make explicit that by following the standards of the Detainee 
Treatment Act our personnel are fulfilling America's obligations under Common Article Three of the Geneva 
Conventions. Third, I'm asking that Congress make it clear that captured terrorists cannot use the Geneva 
Conventions as a basis to sue our personnel in courts - in U.S. courts. The men and women who protect us 
should not have to fear lawsuits filed by terrorists because they're doing their jobs. 

The need for this legislation is urgent. We need to ensure that those questioning terrorists can continue to do 
everything within the limits of the law to get information that can save American lives. My administration will 
continue to work with the Congress to get this legislation enacted - but time is of the essence. Congress is in 
session just for a few more weeks, and passing this legislation ought to be the top priority. (Applause.) 

As we work with Congress to pass a good bill, we will also consult with congressional leaders on how to ensure 
that the CIA program goes forward in a way that follows the law, that meets the national security needs of our 
country, and protects the brave men and women we ask to obtain information that will save innocent lives. For 
the sake of our security. Congress needs to act, and update our laws to meet the threats of this new era. And I 
know they will. 

We're engaged in a global struggle - and the entire civilized world has a stake in its outcome. America is a 
nation of law. And as I work with Congress to strengthen and clarify our laws here at home, I will continue to 
work with members of the international community who have been our partners in this struggle. I've spoken with 
leaders of foreign governments, and worked with them to address their concerns about Guantanamo and our 
detention policies. I'll continue to work with the international community to construct a common foundation to 
defend our nations and protect our freedoms. 

Free nations have faced new enemies and adjusted to new threats before - and we have prevailed. Like the 
struggles of the last century, today's war on terror is, above all, a struggle for freedom and liberty. The 
adversaries are different, but the stakes in this war are the same: We're fighting for our way of life, and our ability 
to live in freedom. We're fighting for the cause of humanity, against those who seek to impose the darkness of 
tyranny and terror upon the entire world. And we're fighting for a peaceful future for our children and our 
grandchildren. 
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May God bless you all. (Applause.) 
END 2:22 P.M. EDT 

Return to this article at: 

http://www.whitehouse.gov/news/releases/2006/09/20060906-3.html 
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UNITED STATES COURT OF APPEALS 
FOR THE DISTRICT OF COLUMBIA CIRCUIT 



MAJID KHAN, 



Petitioner, 



ROBERT M. GATES, 

Respondent . 



No. 07-1324 



DECLARATION OF WENDY M. HILTON 

ASSOCIATE INFORMATION REVIEW OFFICER 

NATIONAL CLANDESTINE SERVICE 

CENTRAL INTELLIGENCE AGENCY 



I, WENDY M. HILTON, hereby declare and say: 

1. I am an Associate Information Review Officer (AIRO) for 
the National Clandestine Service (NCS) of the Central 
Intelligence Agency (CIA) . I was appointed to this position in 
March 2007. I have held a variety of positions in the CIA since 
I became a staff officer in 1983. 

2. The NCS is the organization within the CIA responsible 
for conducting the CIA' s foreign intelligence and 
counterintelligence activities; conducting special activities, 
including covert action; conducting liaison with foreign 
intelligence and security services; serving as the repository 
for foreign counterintelligence information; supporting 
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clandestine technical collection; and coordinating CIA support 
to the Department of Defense. Specifically, the NCS is 
responsible for the conduct of foreign intelligence collection 
activities through the clandestine use of human sources. 

3. As AIRO, I am authorized to assess the current, proper 
classification of CIA information based on the classification 
criteria of Executive Order 12958, as amended,"^ and applicable 
CIA regulations. As part of my official duties, I ensure that 
determinations such as the release or withholding of information 
related to the CIA are proper and do not jeopardize CIA 
interests, personnel, or facilities, and, on behalf of the 
Director of the CIA, do not jeopardize CIA intelligence 
activities, sources, or methods. I am able to describe, based 
on my experience, the damage to the national security that 
reasonably could be expected to result from the unauthorized 
disclosure of classified information. 

4. Section 6.1 of Executive Order 12958 defines "national 
security" as "the national defense or foreign relations of the 
United States;" and defines "information" as "any knowledge that 
can be communicated or documentary material, regardless of its 
physical form or characteristics, that is owned by, produced by 

- Executive Order 12953 was amended by Executive Order 13292. See Exec. Order 
No. 13292, 68 Fed. Req. 15315 (Mar. 28, 2003). All citations to Exec. Order 
No. 12958 are to the Oraer as amended by Exec. Oroer No. 13292. See Exec. 
Order No. 12958, 3 C.F.R. 333 (1995), r eprinted as amended in 50 U.S.C.A. § 
435 note at 187 (West 3upp. 2007). 
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or for, or is under the control of the United States 
Government . " 

5. Section 1.1(a) of the Executive Order provides that 
information may be originally classified under the terms of this 
order only if the following conditions are met: 

(1) an original classification authority is 
classifying the information; 

(2) the information is owned by, produced by or for, 
or is under the control of the United States Government; 

(3) the information falls within one or more of the 
categories of information listed in section 1.4 of this 
order; and 

(4) The original classification authority determines 
that the unauthorized disclosure of the information 
reasonably could be expected to result in damage to the 
national security, which includes defense against 
transnational terrorism, and the original classification 
authority is able to identify or describe the damage. 

Exec. Order 12958, § 1.1(a). 

6. Section 1.3(a) of the Executive Order provides that the 
authority to classify information originally may be exercised 
only by the President and, in the performance of executive 
duties, the Vice President; agency heads and officials 
designated by the President in the Federal Register; and United 
States Government officials delegated this authority pursuant to 
section 1.3(c) of the Order. Section 1.3(c)(2) provides that 
TOP SECRET original classification authority may be delegated 
only by the President; in the performance of executive duties. 
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the Vice President; or an agency head or official designated 
pursuant to section 1.3(a) (2) of the Executive Order. 

7. In accordance with section 1.3(a) (2), the President 
designated the Director of the CIA as an official who may 
classify information originally as TOP SECRET.^ Under the 
authority of section 1.3(c) (2), the Director of the CIA has 
delegated original TOP SECRET classification authority to me. 
Section 1.3(b) of the Executive Order provides that original TOP 
SECRET classification authority includes the authority to 
classify information originally as SECRET and CONFIDENTIAL. I 
am authorized, therefore, to conduct classification reviews and 
to make original classification and declassification decisions 
regarding national security information. 

8. Section 102(A) (i) of the National Security Act of 1947, 
as amended, 50 U.S.C. § 403-1(1), requires the Director of 
National Intelligence (DNI) to protect intelligence sources and 
methods from unauthorized disclosure. As explained below, 
petitioner Majid Khan has been exposed to intelligence sources 
and methods that the DNI is required to protect from 
unauthorized disclosure. For this reason, the DNI authorized me 
to take all necessary and appropriate measures in this case to 
ensure that intelligence sources and methods are protected from 



' Order of President, Designation under Executive Order 12958, 70 Fed. Reg. 
21,609 (Apr. 21, 2005), reprinte d in U.S.C.A. § 43[: note at 199 (West Supp. 
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public disclosure. Under this authorization of the DNI and in 
accordance with section 6 of the Central Intelligence Agency Act 
of 1949, as amended, 50 U.S.C.A. § 403g, and sections 1.3(a)(5) 
and 1.5(h) of Executive Order 12333, the DCIA is responsible for 
protecting CIA sources and methods from unauthorized disclosure. 

9. I make the following statements based upon my personal 
knowledge and information made available to me in my official 
capacity. 

10. Through the exercise of my official duties, I am 
generally familiar with this case. I understand that Petitioner 
has filed a Petition under the Detainee Treatment Act (DTA) 
challenging the determination by the Department of Defense (DOD) 
that Petitioner should continue to be detained as an enemy 
combatant at Guantanamo Bay, Cuba. I also understand that a 
protective order was entered by the Court on 12 October 2007. I 
have reviewed in their entirety Petitioner's Motion for 
Preservation of Torture Evidence and Motion to Declare 
Interrogation Methods Applied Against Petitioner Torture and all 
accompanying exhibits to these motions. I understand that The 
New York Times Company, the Associated Press, and USA Today have 
filed a motion to unseal certain classified filings made in this 
case. The purpose of this declaration is to describe for the 
Court the damage to the national security that reasonably could 
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be expected to result if the classified information in these 
filings is unsealed. 

11. Petitioner and the fifteen other high-value detainees 
at Guantanamo Bay formerly held in CIA custody (HVDs)^ have been 
exposed to intelligence sources and methods. In addition to 
being protected from disclosure under the National Security Act 
of 1947 and the Central Intelligence Agency Act of 1949, these 
sources and methods also are classified information the 
disclosure of which reasonably could be expected to result in 
exceptionally grave damage to the national security. 
Specifically, the locations of CIA intelligence activities 
overseas, the assistance provided by certain foreign governments 
in furtherance of those activities, and the conditions of 
confinement and interrogation methods used by the CIA are all 
properly classified intelligence sources and methods. Part I of 
this declaration describes the intelligence activities 
implicated in this case and the exceptionally grave damage to 
national security that reasonably could be expected to result if 
Petitioner's classified statements about these intelligence 
sources and methods are publicly disclosed. Part II of this 
declaration describes the extraordinary measures the U.S. 
Government has taken to ensure that the classified information 



On September 6, 2006, the President announced that fourteen detainees who 
had been held in CIA custody had been transferred to Department of Defense 
custody at Guantanamo Bay, Cuba. Two additional detainees were later 
transferred to Guantanamo Bay from CIA custody. 
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to which the HVDs have been exposed is protected against 

unauthorized disclosure. 

I . Damage to National Security Resulting from Public 
Disclosure of Petitioner' s Statements about CIA 
Intelligence Activities 

12. Public disclosure of the classified information to 
which Petitioner has been exposed reasonably could be expected 
to cause exceptionally grave damage to the national security. 
Specifically, disclosure of such information is reasonably 
likely to damage the CIA's relationships with foreign 
intelligence and security services and thereby degrade the CIA' s 
ability to effectively question terrorist detainees and elicit 
information necessary to protect the American people. 

A. Damage to Foreign Relations 

13. Among the most critical sources and methods in the 
collection of foreign intelligence are the relationships that 
the United States maintains with the intelligence and security 
services of foreign countries. Through these intelligence 
liaison relationships, the CIA can collect intelligence and 
provide to U.S. national security and foreign policy officials 
information that is critical to informed decision making; 
information that the CIA cannot obtain through other sources and 
methods . 

14. In this case, foreign governments have provided 
critical assistance to CIA counterterrorism operations. 
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including but not limited to hosting of foreign detention 
facilities, under the condition that their assistance be kept 
secret. Statements from Petitioner and other HVDs acknowledged 
to have been in the CIA' s detention program about the specific 
foreign detention locations and other critical assistance that 
foreign countries have provided to the CIA' s counterterrorism 
operations would damage the CIA's relations with these foreign 
governments and could cause them to cease cooperating with the 
CIA on such matters. If the United States demonstrates that it 
is unwilling or unable to stand by its commitments to foreign 
governments, they will be less willing to cooperate with the 
United States on counterterrorism activities. 

15. The damage to national security that could result if 
Petitioner and other HVDs were permitted to discuss their 
knowledge about foreign cooperation is not merely conjectural. 
Just prior to the President's 6 September 2006 speech announcing 
the transfer of HVDs to DOD custody, the CIA provided certain 
foreign partners specific assurances that the CIA would protect 
their cooperation. These liaison partners expressed their deep 
appreciation and highlighted that their continued cooperation 
was conditioned on the CIA's commitment and ability to keep 
their assistance strictly confidential. 

16. Specifically, one particular liaison partner reduced 
its cooperation with the CIA when its role in the terrorist 
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detention program leaked to a third country whose national had 
been detained within the program. The liaison partner lost the 
trust and cooperation of that third country in matters of their 
own national security. Repair of the CIA's relationship with 
this liaison partner came only through the senior-level 
intervention of the CIA Director personally apologizing for the 
leak. Despite this significant effort, to this day the damage 
this one incident has caused to the CIA's relationship with the 
liaison partner is incalculable, as the CIA can never be sure to 
what extent the liaison partner is withholding vital 
intelligence necessary to the national security of the United 
States. Accordingly, Petitioner's and other HVDs' disclosures 
concerning foreign cooperation would have a lasting negative 
impact by frustrating CIA efforts to obtain vital national 
security information required to protect the American people. 
B. Damage to CIA Intelligence Activities 
17. Petitioner and other HVDs have been exposed to 
classified intelligence methods, including the CIA's methods of 
questioning, conditions of confinement while in CIA custody, and 
certain intelligence disclosed during the course of questioning. 
Public disclosure of such information reasonably could be 
expected to cause exceptionally grave damage to national 
security by making it more difficult for the CIA to obtain the 
information it needs to help protect the American people. 
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18. As the President has acknowledged in his speech of 
September 6, 2006 announcing the transfer of the HVDs to 
Guantanamo Bay, the CIA is authorized to use alternative 
procedures in the questioning of certain terrorist detainees. 
He also stated, however, that the details of their confinement 
and the methods of their interrogation could not be divulged and 
that he intended that the CIA program continue. Unauthorized 
disclosures regarding the specifics of the detention and 
interrogation program, including the techniques the CIA uses to 
elicit information, are likely to degrade the program's 
effectiveness and therefore result in exceptionally grave damage 
to the national security. 

19. The CIA's detention program has provided the U.S. 
Government with one of the most useful tools in combating 
terrorist threats to the national security. It has shed light 
on probable targets and likely methods for attacks on the United 
States, and has led to the disruption of terrorist plots against 
the United States and its allies. For example, information 
obtained through the program thwarted a plot to fly a plane into 
the tallest building in Los Angeles. Additional plots that were 
disrupted included hijacking passenger planes to fly into 
Heathrow Airport and the Canary Wharf in London and attacking 
the U.S. consulate in Karachi, Pakistan, using car bombs and 
motorcycle bombs. 
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20. Additionally, information obtained through the program 
also has played a vital role in the capture and questioning of 
additional senior al Qaeda operatives. For example, 
interrogations of detainees produced information that provided 
initial leads to the locations of al Qaeda operatives that led 
to their capture. In addition, the United States gained 
valuable information that explained previously unknown details 
of al Qaeda, such as its organization, financing, 
communications, and logistics. 

21. The U.S. Government is aware that al Qaeda and other 

terrorists train in counter-interrogation methods. Public 

disclosure of the methods used by the CIA would allow al Qaeda 

and other terrorists to more effectively train to resist such 

techniques, which would result in degradation in the 

effectiveness of the techniques in the future. 

C. Allegations Regarding the CIA Detention Program by 
Persons other than High-Value Detainees 

22. I am aware of media speculation about the supposed 
locations of CIA detention facilities and the techniques that 
the CIA is allegedly authorized to use during the interrogation 
of terrorist detainees. I also am aware that persons other than 
Petitioner and the HVDs at Guantanamo Bay, Cuba, have made 
allegations about detention and mistreatment by the CIA and 
foreign governments assisting the CIA. In none of those cases. 
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however, has the U.S. Government acknowledged whether the 
information in the media is correct or whether such persons were 
ever held in the CIA detention program.'' 

23. In contrast, the U.S. Government has acknowledged 
publicly that Petitioner and the other HVDs were held in the 
CIA's detention program and that at least some were subjected to 
alternative interrogation techniques. The U.S. Government has 
acknowledged, therefore, that the Petitioner and other HVDs may 
have come into possession of the very information about the CIA 
program that the U.S. Government seeks to protect, including the 
locations of detention facilities, the identities of cooperating 
foreign governments, and the conditions of confinement and 
interrogations techniques. If the U.S. Government allows 
anything Petitioner says about the program to be publicly 
disclosed, then Petitioner and other HVDs will be in a position 
to make truthful unauthorized disclosures about such activities. 
Terrorists could then rely on such disclosures by Petitioner and 
other HVDs and would exploit such disclosures to improve their 
counter-interrogation training. Additionally, allowing such 



Media speculation about details of detainee interrogations does not thereby 
render the information unclassified. In terms of the potential impact upon 
the intelligence activities and foreign relations of the United States, there 
is a critical distinction between unsubstantiated information circulating in 
the press and official government release or acknowledgement of such 
information. The U.S. Government must be able to maintain the distinction 
between media reports--which may or may not be accurate — by individuals not 
authorized to speak on behalf of the United States, and official disclosures. 
Unauthorized public statements do not affect the status of properly 
classified information. 
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disclosures by Petitioner would violate our secrecy agreement 
with foreign countries, making them less willing to assist the 
CIA with this program and other counterterrorism operations. 
D. False Allegations by High-Value Detainees 

24. I recognize that many of the allegations that 
Petitioner has made about the CIA' s detention program are 
untrue. Notwithstanding this, Petitioner and each of the HVDs 
is in a position to provide accurate and detailed information 
about the CIA's detention program. As already stated, the 
disclosure of such details reasonably could be expected to 
result in exceptionally grave damage to national security. 

25. False or exaggerated allegations by the detainees 
about the classified details of the program, however, also must 
be treated as classified information because a different rule 
would have the effect of allowing accurate, highly classified 
information about the program to be revealed by Petitioner and 
other HVDs. If a rule to redact only truthful statements were 
established, a detainee with knowledge of classified facts could 
easily manipulate the rule to reveal those classified facts. 
Thus, for example, if the United States redacted only 
Petitioner' s true allegations regarding locations of CIA 
detention facilities, the true locations of these facilities 
could be revealed by making multiple allegations as to location, 
through a simple process of elimination. The same is true with 
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respect to conditions of confinement and interrogation methods. 
If only true statements about such conditions and techniques are 
redacted, detainees who have access to classified information 
regarding actual conditions and techniques could paint a picture 
of those conditions and techniques used and not used by making 
repeated allegations about conditions of confinement and 
interrogation techniques. In sum, the continued success of the 
interrogation program depends as much on concealing what 
interrogation methods are not approved as it does on concealing 
what methods are approved.^ 

26. A rule that allows Petitioner and other HVDs to speak 
freely about the CIA program will allow them to directly reveal 
the classified information about the program that the Government 
must protect. A rule that redacts only true statements that 
Petitioner makes about the program allows Petitioner and other 
detainees to manipulate the rule to reveal the true details of 
the program. Therefore, in order to protect the classified 
facts at issue here--the details of the CIA terrorist detention 
and interrogation program — the U.S. Government must treat all 
allegations by Petitioner and the other HVDs regarding the 
program as classified. 



^ Recently the Director of the CIA publicly acknowledged that the CIA has used 
waterboarding as an interrogation technique. Section 3.1(b) of Executive 
Order 12958, as amended, authorizes certain Executive officials to determine 
whether the need to protect classified information is outweighed by the 
public interest in disclosure. 
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II. U.S. Government Measures Taken to Protect this Information 

27. Recognizing the damage to national security that 
reasonably could be expected to result if this information were 
publicly disclosed, the U.S. Government has instituted 
extraordinary security arrangements for the protection of this 
information. Information relating to the CIA terrorist 
detention and interrogation program has been placed in a tightly 
compartmented TOP SECRET//SCI Program in order to minimize the 
number of people who have access to the information and thereby 
lessen the risk of unauthorized disclosure.^ 

28. Several additional requirements also have been 
established since the detainees arrived at Guantanamo Bay, Cuba. 
These requirements, although burdensome and expensive for the 
U.S. Government, are necessary for the protection of national 
security. First, all U.S. Government personnel who have 
substantive contact with the HVDs must possess appropriate 



Under Executive Order 12958, as amended, the anticipated severity of the 
damage to the national security resulting from disclosure determines which of 
three classification levels is applied to the information. Thus, if an 
unauthorized disclosure of information reasonably could be expected to cause 
damage to the national security, that information may be classified as 
CONFIDENTIAL; serious damage may be classified as SECRET; and exceptionally 
grave damage may be classified as TOP SECRET. Section 4 . 3 of Executive Order 
12958, as amended, provides that specified officials may create special 
access programs upon a finding that the vulnerability of, or threat to, 
specific information is exceptional, and the normal criteria for determining 
eligibility for access applicable to information classified at the same level 
are not deemed sufficient to protect the information from unauthorized 
disclosure. Special access programs relating to intelligence activities or 
intelligence sources or methods are called Sensitive Compartmented 
Information (SCI) Programs. 
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security clearances.^ Second, all work done by U.S. Government 
personnel that relates to information provided by the HVDs must 
be conducted on approved secure computer systems. Third, all 
documents derived from the statements of HVDs must be treated as 
classified and handled and stored appropriately. Fourth, HVD 
mail is monitored and redacted for national security purposes 
before it is released from Guantanamo Bay, Cuba. And finally, 
individuals interviewing the detainees, including law 
enforcement personnel, DOD personnel associated with the 
Combatant Status Review Tribunal Process, and counsel for 
detainees have been required to obtain a TOP SECRET//SCI 
security approval before being allowed access to the HVDs. 
III. Conclusion 

29. I have determined that Petitioner has been exposed to 
sensitive national security information that is classified at 
the TOP SECRET//SCI level. Due to the President's public 
acknowledgement that Petitioner was previously held by the CIA, 
his statements regarding the CIA terrorist detention and 
interrogation program must continue to be protected from public 
disclosure. For the reasons described above, details regarding 
the operation of the CIA program remain classified at the TOP 
SECRET//SCI level. 



Pursuant to Department of Defense policy, the International Committee of the 
Red Cross has had access to the HVDs because the ICRC works confidentially 
with the U.S. Government. 
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I hereby declare under penalty of perjury that the 
foregoing is true and correct. 

Executed this 28th day of March, 2008. 




Wendy M. tilltQ 
Associate; Information Review Officer 
National Clandestine Service 
Central Intelligence Agency 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 



RAMZI BIN AL-SHroH, 
Petitioner, 

V. 

GEORGE W. BUSH, et al, 
Respondents. 



Civil Action No. 06-1725 (EGS) 



PROTECTIVE ORDER PERTAINING TO CERTAIN CASES INVOLVING 

TOP SECRET / SPECIAL COMPARTMENTED INFORMATION 

("TS/SCI PROTECTIVE ORDER") 

The Court finds that this case involves national security information or documents, 
including TOP SECRET/ SPECIAL COMPARTED INFORMATION ("TS/SCI"), the storage, 
handling, and control of which require special security precautions, and access to which requires 
an appropriate security clearance and a "need to know." This case may also involve other 
protected information or documents, the storage, handling and control of which may require 
special precautions in order to protect the security of United States personnel and facilities, and 
other significant interests. 

Accordingly, in order to protect national security interests and for good cause shown, 
IT IS SO ORDERED: 

1 . The following orders previously entered in other Guantanamo Bay detainee 

habeas corpus cases apply in this case, except as otherwise provided in this TS/SCI Protective 
Order: (1) the Amended Protective Order and Procedures for Counsel Access to Detainees at the 
United States Naval Base in Guantanamo Bay, Cuba, first issued on November 8, 2004, 344 F. 
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Supp. 2d 174 (D.D.C. 2004) ("Amended Protective Order"); the Order Addressing Designation 
Procedures for "Protected Information," first issued on November 10, 2004; and (3) the Order 
Supplementing and Amending Filing Procedures Contained in November 8, 2004 Amended 
Protective Order, first issued on December 13, 2004. 

2. The Guantanamo Procedure Guide for Counsel Access in Detainee Habeas Cases 
Involving TS/SCI Material, attached hereto as Exhibit A to this TS/SCI Protective Order, shall 
apply in this case in the place of Exhibit A to the Amended Protective Order for governing 
counsel access to detainees in the control of the Department of Defense ("DoD") at the U.S. 
Naval Base at Guantanamo Bay, Cuba, for purposes of litigating this case. 

3. Paragraph 16 of the Amended Protective Order shall be modified in this case to 
read: 

The Court designates Christine E. Gunning as Court Security Officer for 
these cases, and Jennifer H. Campbell, Miguel A. Ferrer, Daniel O. Hartenstine, 
Erin E. Hogarty, Nathaniel A. Johnson, Joan B. Kennedy, James P. Londergan, 
Michael P. Macisso and Barbara J. Russell as alternate court security officers for 
the purpose of providing security arrangements necessary to prevent the 
unauthorized disclosure of any classified documents or information, or protected 
documents or information, to be made available in connection with these cases. 
Petitioners' counsel shall seek guidance from the Court Security Officer with 
regard to appropriate storage, handling, transmittal, and use of classified 
documents or information. 
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4. Paragraph 29 of the Amended Protective Order shall be modified in this case to 

delete the second, third, and fourth sentences of that paragraph. 
SO ORDERED. 



Emmet G. Sullivan 
United States District Judge 



Case 1 :06-cv-01 725-EGS Document 36-5 Filed 08/05/2008 Page 4 of 1 5 



GUANTANAMO PROCEDURE GUIDE 

FOR COUNSEL A CCESS IN DETAINEE HABEAS CASES INVOL VING TS/SCI 

MA TERIAL 

1. Acknowledgment of and Compliance with Access and Information Handling Procedures 

1.1 Before being granted access to certain designated detainees whose cases may involve 
material classified as Top Secret/Sensitive Compartmented Information (hereinafter "TS/SCI"), 
Petitioner's Counsel (hereinafter "counsel"), will receive a copy of this Guantanamo Procedure 
Guide for Counsel Access in Detainee Habeas Cases Involving TS/SCI Material. To have access 
to designated detainees, counsel must agree to comply fully with all procedures in this Guide. 
Counsel must also sign the attached affirmation acknowledging his/her agreement to comply, 
have the necessary security clearances, and present the Department of Justice adequate evidence 
of authorization to represent the detainee or the next-friend petitioner. 

1 .2 This affirmation will not be considered an acknowledgment by counsel that the 
procedures within this Guide are legally permissible. However, even if counsel elects to challenge 
these procedures, counsel may not knowingly disobey an obligation imposed by these procedures 
until such time, if any, that the procedures are modified or revoked by the United States 
Department of Defense or by a United States District Court or Court of Appeals, or the United 
States Supreme Court. 

1.3 Commander, Joint Task Force-Guantanamo (hereinafter "JTF-GTMO") may suspend 
the privilege of visiting Guantanamo if he determines a violation of this Guide has occurred or 
in other appropriate circumstances. Violation of this Guide could also provide grounds for 
revocation of counsel's security clearance. This Guide is published in an effort to facilitate 
counsel's access to their clients and is consistent with the current TS/SCI Protective Order 
established in the Guantanamo detainee habeas cases (hereinafter "TS/SCI Protective Order"). 
However, it is not intended and does not purport to establish any substantive or procedural rights 
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for detainees. Moreover, nothing in this Guide shall limit the authority of the Commander of JTF- 
GTMO to require the imposition of additional security procedures, relating to access to the 
detainee based on operational requirements, security needs and military resources at JTF-GTMO. 
Counsel will be advised of any such changes as soon as practicable. 

1.4 All documents containing information about or related to material classified as 
TS/SCI must be handled in accordance with the security procedures established in the TS/SCI 
Protective Order and this Guide. Materials classified as TS/SCI shall not be handled by counsel 
outside designated areas while at Guantanamo. All classified material created by an attorney or 
the detainee that is related to a detainee's case will be transmitted from Guantanamo to 
Washington, D.C. via secure point-to-point electronic transmission, or via USG designated 
courier in a sealed container, designed to protect attorney-client confidentiality. (Because these 
materials must be handled TS/SCI, they cannot be transmitted by mail.) Classified information 
that is transported at Guantanamo shall be handled in accordance with the security procedures 
established in of the TS/SCI Protective Order and this Guide 

2. Logistics of Counsel Visit 

2.1 Issues related to logistics of counsel visits not addressed by the TS/SCI Protective 
Order or this Guide are governed by procedures applicable to visits of counsel representing other 
Guantanamo detainees. 

3. Mail Procedures 

A. Mail Sent by Counsel for Delivery to Detainee (Incoming Mail) 
Legal Mail 

3.1 Legal mail consists of correspondence between counsel and a detainee related to 
counsel's representation of the detainee, as well as privileged documents and publicly filed legal 
documents relating to that representation. Legal mail is to be processed in accordance with the 
TS/SCI Protective Order and subject to security review for contraband by the DoD Privilege 
Team. Written and oral communications with a detainee, including all incoming legal mail, shall 
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not include any of the following information, in any form, unless directly related to the litigation 
of this action: information relating to any ongoing or completed military, intelligence, security, or 
law enforcement operations, investigations, or arrests, or the results of such activities, by any 
nation or agency; information relating to current political events in any country; information 
relating to security procedures at the Guantanamo Naval Base (including names of United States 
government personnel and the layout of camp facilities); the status of other detainees; 
publications, articles, reports, or other such material including newspaper or other media articles, 
pamphlets, brochures, and publications by nongovernmental or advocacy organizations, or any 
descriptions of such material. 

Counsel shall send incoming legal mail for a detainee to the DoD Privilege Team 
(referenced in the Amended Protective Order and Procedures for Counsel Access to Detainees at 
the United States Naval Base in Guantanamo Bay, Cuba, first issued on November 8, 2004, 344 
F. Supp. 2d 174 (D.D.C. 2004)) at an address supplied by the government. Each envelope or 
mailer shall be labeled with the name and Internment Serial Number (ISN) of the detainee and 
shall include a return address for counsel sending the materials. The outside of the envelope or 
mailer for incoming legal mail shall be labeled clearly with the following annotation: "Attorney- 
Detainee Materials-For Mail Delivery to Detainee." Each page of legal mail shall be labeled 
"Attorney-Detainee Materials." No staples, paper clips or any non-paper items shall be included 
with the documents. 

Upon receiving legal mail, the DoD Privilege Team shall open the envelope or mailer to 
search the contents for prohibited contraband. 

Following its review, the DoD Privilege Team shall send legal mail approved for delivery 
to the detainee to personnel at Guantanamo Bay. The DoD Privilege Team is not required to send 
legal mail to personnel at Guantanamo Bay in the event of a dispute with counsel regarding the 
presence of contraband. Each page of legal mail that is approved for delivery to the detainee by 
DoD Privilege Team shall be marked/stamped "Legal Mail Approved by Privilege Team" and 
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placed in a sealed envelope bearing the same marking on the exterior. Within three (3) business 
days of receipt of legal mail from the DoD Privilege Team, personnel at Guantanamo shall 
deliver the envelope bearing the approved DoD Privilege Team marking to the detainee without 
opening the envelope. In the event an envelope approved by the DoD Privilege Team amves at 
Guantanamo bearing evidence of tampering or physical contraband, JTF-GTMO personnel retain 
the authority to return the envelope, without opening it, to the DoD Privilege Team for 
appropriate action. 

The detainee shall be responsible for mailing any confirmation of delivery to counsel as 
outgoing legal mail. This method shall be the sole and exclusive means by which confirmation of 
delivery is provided to counsel. 
No It-Legal Ma il 

3.2 Written correspondence to a detainee not falling within the legal mail definition of the 
TS/SCI Protective Order (also referred to as "non-legal mail") shall be sent through the United 
States Postal Service to the following address: Detainee's Name and ISN, U.S. Naval Base, 
Guantanamo Bay, Cuba, Washington, D.C. 20355. These non-privileged communications will be 
reviewed by military personnel at Guantanamo under the standard operating procedures for 
detainee non-legal mail. 

B. Mail Sent by Detainee to Counsel (Outgoing Legal Mail) 
Legal Mail (All such Legal Mail is Presumptively TS/SCL) 

3.3 Guantanamo will provide each detainee with paper to prepare legal mail 
communications to counsel. Access to such items may be limited or restricted because of the 
detainee's disciplinary and/or medical status, although a detainee's disciplinary and/or medical 
status shall not be a basis for denying all access to such items. Any outgoing legal mail will be 
handled as if it is classified at the TS/SCI level, as defined by the TS/SCI Protective Order, 
pending an appropriate classification review of the legal mail by a DoD Privilege Team member. 
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3.4 When legal mail is ready to be sent, the detainee will notify the guard staff, who will 
contact the SJA legal mail clerk. In the presence of the SJA legal mail clerk, the detainee will 
double-wrap all legal mail. Each envelope will be annotated with the words "Attorney-Detainee 
Materials-For Delivery To Counsel." Each envelope shall be labeled with the name of the 
detainee, the detainee's ISN, and the name of the detainee's counsel. 

3.5 The SJA mail clerk will place the outgoing mail into a courier bag, which will then be 
locked, and hand delivered to a DoD Privilege Team member at Guantanamo. The DoD Privilege 
Team member will send all approved legal mail to the secure facility in Washington, D.C., 
through a secure electronic point-to-point transfer system in a manner designed to protect the 
classified material as well as attorney-client confidentiality. All originals of legal mail sent by a 
detainee will be stored in a safe located in the secure area in Guantanamo in a manner designed to 
protect classified material as well as attorney-client confidentiality. The DoD Privilege Team will 
notify counsel via email when legal mail has been received at the secure facility in Washington 
D.C. 

No n-Legal Ma il 

3.6 Non-legal mail communications and combined non-legal/legal mail communications 
from detainees, including written communications to persons other than counsel, shall be sent 
through the United States Postal Service and are subject to ordinary review by military personnel 
at Guantanamo under the standard operating procedures for detainee non-legal mail. Any 
envelope or communication submitted by a detainee to Guantanamo personnel for mailing will be 
processed as non-legal mail unless the envelope or communication meets the criteria for legal 
mail listed above. 

In the event any non-legal correspondence or messages from a detainee to individuals 
other than his counsel (including but not limited to family/friends or other attorneys) or 
communications not generated by the detainee (e.g., notes from other detainees) are sent to 
counsel as legal mail, the DoD Privilege Team shall notify counsel that the material will not be 
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processed and the DoD Privilege Team shall return the communication to Guantanamo for 
processing according to the standard operating procedures for detainee non-legal mail. In the 
event non-legal communications are included with legal mail communications such that the non- 
legal mail communication cannot be segregated and returned to Guantanamo for processing in 
accordance with standard operating procedures for non-legal mail, the DoD Privilege Team shall 
redact or screen out any material not meeting the definition of "Legal Mail." 

Classified information may not be sent through non-legal mail channels. 
4. Materials Brought Into a Meeting between Counsel and Detainee 

4.1 Counsel shall bring only writing utensils, and blank paper into any meeting with a 
detainee, unless counsel has received prior approval from Commander, JTF- GTMO. Blank paper 
may not be left with the detainee. 

A. Categories of Materials 
Legal Mail 

4.2 All legal mail counsel seeks to bring to a meeting with a detainee must be processed 
pursuant to the general procedures set out in § 3. A of this document. Each page of legal mail that 
counsel seek to bring into a meeting with a detainee following screening by the DoD Privilege 
Team must be marked/stamped by the DoD Privilege Team with the following annotation: "Legal 
Mail Approved by Privilege Team." Commander, JTF-GTMO, after confirming that the materials 
are stamped as indicated above, will permit counsel to bring stamped materials into a meeting 
with a detainee-client subject to the contraband screening policies discussed above. Counsel are 
responsible for submitting to the DoD Privilege Team any legal mail that they seek to hand-carry 
into the meeting that they seek to have reviewed by the DoD Privilege Team twenty-one (21) 
days in advance of counsel's scheduled visit in order to allow the DoD Privilege Team to review 
the documents and return them to counsel. 
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Non-Legal Mail 

4.3 With the exception of writing utensils, blank paper, and legal mail screened as 
discussed above, any communications or physical items that counsel seek to bring into a meeting 
must be approved in advance by the Commander, JTF-GTMO. All such non-legal items 
submitted for advanced review in connection with a counsel visit must be received by 
Guantanamo through the United States Postal Service twenty-one (21) days in advance of 
counsel's requested visit. Counsel may send non-legal materials to the following address: 
Detainee's Name and ISN, U.S. Naval Base, Guantanamo Bay, Cuba, Washington, D.C. 20355. 
Review of this material will be conducted as resources allow and include both a physical 
contraband inspection as well as a substantive review of any written content. There is no 
guarantee that this non-legal material will be processed and approved in advance of a visit. 
Nonetheless, providing material in advance will speed up processing and increase the likelihood 
that material requested will be allowed to be carried into a meeting with the detainee. 

Food Items 

4.4 Counsel may bring food items into a meeting, but all authorized food items must be 
consumed during the visit or removed by counsel. JTF-GTMO personnel will inspect all food 
items. Any food item may not be allowed into a meeting location if it is determined by guard 
personnel that the proposed items constitute a hazard or other security issue. Counsel must ensure 
that all food items not consumed and packaging and debris are collected from the meeting area 
prior to each departure. Counsel agree to notify the guards if the detainee keeps and/or refuses to 
return any item brought in by counsel that the detainee is not authorized to keep. Failure to notify 
the guards can result in a loss of the privilege to bring food items to future meetings. Flowers, 
balloons and other similar items are expressly prohibited. 

5. Materials Brought Out of a Meeting between Counsel and Detainee 

5.1 Upon completion of each meeting with a detainee or during any break in a meeting 
session, the notes or documents carried into, used or produced during the meeting, except those 



Case 1 :06-cv-01 725-EGS Document 36-5 Filed 08/05/2008 Page 11 of 1 5 

left in the possession of the detainee, shall be transported to the secure area, and placed in a safe 
in a manner designed to protect classified material and attorney-client confidentiality. These 
materials will be sealed in the presence of counsel and handled as TS/SCI material. 

5.2 If further counsel-detainee meetings are scheduled where these materials maybe 
used, counsel will advise on which materials the counsel wants to take into the next meeting. 
These materials will be placed in a separate envelope and made available to the counsel for use at 
the next meeting. 

5.3 All materials coming out of the counsel-detainee meeting are presumptively TS/SCI, 
even if the document was unclassified going into the meeting (to account for, among other things, 
the possible addition of notations to the materials during the meeting). Upon completion of the 
counsel's visit to JTF-GTMO, the DoD Privilege Team member in Guantanamo will conduct a 
review to determine that any originally unclassified documents have not been modified in any 
way. Unclassified materials will be mailed to an address designated by counsel, or, if no such 
address has been designated, to the secure facility in Washington, DC. Other materials shall be 
sent by the Privilege Team or by courier to the Washington, D.C., secure facility in accordance 
with governing security regulations. 

5.4 For other material coming out of the counsel-detainee meeting, the DoD Privilege 
Team will send English language documents containing any potentially classified information to 
the secure facility in Washington, D.C. through a secure electronic point-to-point transfer system, 
or via USG designated courier in a sealed container, in a manner designed to protect classified 
material and attorney-client confidentiality. All foreign language materials will be sent to the 
secure facility in Washington, D.C. through this same electronic mechanism. The original notes, 
documents, and other materials shall be stored in a safe located within the secure area at JTF- 
Guantanamo, in a manner designed to protect classified material and attorney-client 
confidentiality. The DoD Privilege Team will notify counsel via email when the electronically 
transmitted materials have been received at the secure facility in Washington, D.C. 
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5.5 Non-legal mail communications provided to the DoD Privilege Team by counsel 
following a visit shall be processed as non-legal mail . 

5.6 During a meeting with a detainee, counsel may provide the detainee with any written 
documents that were approved to be brought into the meeting. The detainee will be permitted to 
bring all such privileged documents back to his cell at the conclusion of the meeting, subject to an 
appropriate contraband review by JTF-GTMO. The detainee may also bring back to his cell any 
documents, notes, or communications created by the detainee and/or counsel during the course of 
the meeting, subject to an appropriate contraband review by JTF-GTMO. 

6. Classification Determination of Communications between Counsel and Detainee 

6.1 Subject to the review described above, all information provided and materials sent by 
a detainee to counsel or brought out of a meeting by counsel will be handled and treated as 
classified at the TS/SCI level, pending an appropriate classification review. 

A. Classification Request of Detainee Communications 

6.2 Counsel may submit information learned from a detainee to the DoD Privilege Team 
located at the secure facility in the Washington, DC area, for a classification and security review 
which may result in a determination of its appropriate security classification and whether it 
contains protected material. Counsel shall memorialize the information submitted for 
classification and security review into a written memorandum outlining as specifically as possible 
the information for which counsel requests a classification determination. All documents 
submitted for classification and security review shall be prepared, handled and treated in the 
manner required for classified materials, as required by Executive Order 12958 (as amended), 
DOD Reguladon 5200. 1-R and AI 26, OSD Information Security Supplement to DOD 
Regulation 5200. IR. 

6.2.1 With the consent of counsel, the DOD Privilege Team may consult with an 
individual or individuals in appropriate federal agencies for the purpose of identifying classified 
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information and marking the documents with the appropriate classification. If counsel does not 
consent to such consultation, information for which consultation is required will remain 
classified. Any such consultation will not waive attorney client, attorney work product, or any 
other applicable privilege. Further, the individual consulted for such puiposes will not share the 
information with other government lawyers and/or officers involved in the litigation of this or 
other matters involving the petitioner, and the information shall not be used as a result of the 
consultation in the interrogation or investigation of petitioner. If the individual consulted is 
involved in the classification review of other documents, that individual may have discussions 
concerning such documents with government lawyers and/or officers involved in this and other 
matters involving the petitioner on condition that such discussions be for the sole purpose of 
classification review of such documents. 

6.3 Materials provided by counsel to the DoD Privilege Team must be in legible 
handwriting or transcribed by typewriter or computer. Materials that the DoD Privilege Team 
determines are not legible will be returned to the secure facility and counsel will be required to 
transcribe those materials into type-written form. Materials that are not in English must be 
accompanied by an English translation. Each page of the document submitted for classification 
review shall be marked "Attorney-Detainee Materials" and "Classified." Materials that do not 
comply with any of these requirements will not be processed, and will be returned to counsel at 
the secure facility within five (5) business days. 

6.4 As soon as possible after conducting the classification and security review, the DoD 
Privilege Team shall advise counsel of the classification levels of the information contained in the 
materials submitted for review. The DoD Privilege Team will also designate material as 
"protected." Pursuant to the TS/SCI Protective Order, counsel shall not publicly disclose 
information designated as "protected." If counsel seeks to use the information in a public court 
filing, the document should be filed through the Court Security Officer and the Government then 
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have the opportunity to have the material maintained under seal as protected (pursuant to the 
TS/SCI Protective Order). 

6.5 The DoD Privilege Team shall not be required to perform classification review of any 
communications that fall outside the scope of legal mail, as defined by the TS/SCI Protective 
Order. Communications not reviewed by the DoD Privilege Team shall remain presumptively 
classified. 

6.6 The DoD Privilege Team may not disclose a communication from counsel to the 
detainee or from the detainee to his counsel other than information provided in a filing with the 
Court and served on government counsel, unless the disclosure of such information is authorized 
by this or another order of the Court or by petitioner's counsel or is to the Special Litigation 
Team representing the DoD Privilege Team. The Special Litigation Team likewise may not 
disclose information provided by the DoD Privilege Team, or any information submitted by 
counsel to the DoD Privilege Team for review, except as provided by this Order or as permitted 
by counsel or by the Court. The DoD Privilege Team may, through the Special Litigation Team 
inform the Court of any issues or problems related to the release or processing of information 
related to this case. In the event a dispute regarding aspects of legal mail sent from counsel to a 
detainee cannot be resolved with counsel and counsel seeks the intervention of this Court, the 
DoD Privilege Team may disclose the material at issue to the Commander, JTF-Guantanamo 
Naval Base or his representatives, including counsel for the Government. 

6.7 If, at any time, the DoD Privilege Team determines that information in the 
documents submitted by counsel involve any future event that threatens national security or is 
likely to involve violence, the DoD Privilege Team will disclose this information to Commander, 
JTF-GTMO. 

6.8 Petitioner's counsel shall disclose to government counsel or Commander, JTF- 
GTMO any information learned from a detainee involving future events that threaten national 
security or involve imminent violence. 
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ACKNOWLEDGMENT 

The undersigned hereby acknowledges that he/she has read the Guantanamo Procedure Guide for 
Counsel Access in Detainee Habeas Cases Involving TS/SCI Material , understands its terms, and 
agrees to be bound by each of those terms. The undersigned acknowledges that his/her duties 
under the Guantanamo Procedure Guide for Counsel Access in Detainee Habeas Cases Involving 
TS/SCI Material shall survive the termination of this case, are permanently binding, and that 
failure to comply with the terms of the Guantanamo Procedure Guide for Counsel Access in 
Detainee Habeas Cases Involving TS/SCI Material could provide grounds for revocation of 
counsel's security clearance and/or suspension or termination of counsel's access to Guantanamo. 

DATED: BY: 



(type or print name) 



